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Overview

In the realm of environmental monitoring, particularly in industries where air quality is critical,
the debate between wired and wireless particle monitoring systems is pivotal. This article
delves into the nuances of both systems, examining their reliability, data integrity, security, and
strategies for overcoming data gaps. The discussion is framed within the context of regulatory
requirements, such as the FDA's 21CFR11, which sets the standard for electronic records and
signatures, and the ALCOA+ principles that emphasize data integrity as these standards and
guidelines must be the priority.



The Wireless Cleanroom Sensor System,
does it hold up to scrutiny around data gaps?

Fundamentals of Particle Counters: From Data
Generation to Communication

Particle counters are essential tools in various industries, including pharmaceuticals, semiconductor
manufacturing, and environmental monitoring, where maintaining air quality is critical. These devices
are designed to detect and count the number of physical particles in the air, providing vital data for
ensuring the cleanliness and safety of environments. This article delves into the fundamentals of how
particle counters work, the technology behind them, and the methods they use to communicate
data, highlighting the differences between wired and wireless communication technologies.



Data Generation: How Particle Counters Work

Particle counters operate based on several principles, with optical detection being the most
common. Optical particle counters (OPCs) illuminate particles with a light source, typically a laser,
as they pass through the detection chamber. The particles scatter the light in various directions; this
scattered light is then collected and measured by detectors. The intensity of the scattered light is
proportional to the size of the particle, allowing the counter to determine the size distribution of
particles in the air.

There are also condensation particle counters, which work by enlarging particles through the
condensation of vapor on them, making them easier to detect and count. Each type of particle
counter has its specific applications, with OPCs being widely used in cleanrooms and controlled
environments due to their precision and reliability.
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Particle Counter sensor overview.

Here we have a laser sensor block which is normally inside a particle counter. You can make out the
red laser light if you follow the laser diode to the sample view volume. The sensor housing holds
the laser diode, photodetector, mirrors, and sensor optics in a dark enclosed cavity. The laser diode
illuminates any particle, and the light is reflected onto the photodetector which converts this light
energy to a mV signal so we are converting an analog property (the particle’s reflected light energy)
into a digital signal that can be counted and sized.

The sample passes through the sensor and out the sample exhaust Portable Particle counters have

internal pumps with HEPA filters and remote particle counters use vacuum systems or small internal

pumps that pull the sample from the air into the particle counter sensor.



In the sample view area, the air sample is tapered down using a fine nozzle aligned to the laser so
the air passes through the laser and the Sensor cavity houses the mirrors and optics used to scatter
the light and focus it onto the photodetector. Both types of particle counters require wired power as
the batteries on portable particle counters only last for about 1 shift. Remote particle counters need
a wired power supply to operate.

Applications of Particle Counters

Particle counters are employed in environments where air quality is crucial. In the pharmaceutical
industry, they ensure that manufacturing processes meet regulatory standards for particulate
contamination. In Semiconductor manufacturing, particle counters monitor cleanrooms to prevent
contamination of semiconductor wafers, which could lead to defects in electronic devices.
Environmental monitoring uses particle counters to assess air quality, especially in urban areas where
pollution levels are a concern.

Communication of Data

Once particle counters have detected and counted particles, the next step is to transmit this
data to a monitoring system or database. This is where the choice between wired and wireless
communication technologies becomes significant.

Wired Particle Monitoring Systems

Wired particle monitoring systems are renowned for their reliability. The physical connections
inherent in these systems—be it Ethernet, fiber optic, or other cable types—ensure stable and
consistent data transmission. Unlike their wireless counterparts, wired connections are far less
susceptible to interference from external factors such as electromagnetic fields generated by other
devices, physical barriers, or atmospheric conditions. This stability is crucial in environments like
pharmaceutical manufacturing or semiconductor fabrication plants, where even minor inconsistencies

in data transmission can lead to significant operational disruptions or compliance issues.
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Wired Environmental Monitoring system with wired particle counters and
environmental sensors over Ethernet connection.

Data Integrity and Security

From a security standpoint, wired connections offer a level of protection inherently more robust
than that of wireless systems. The physical nature of the connection makes it more challenging for
unauthorized entities to intercept the data. This aspect is particularly relevant when considering
compliance with regulatory standards like the FDA's 21CFR11, which demands stringent measures to
ensure the accuracy, authenticity, and confidentiality of electronic records.

Wired systems, by their design, provide a controlled environment where access to the data can

be more easily managed and monitored, reducing the risk of cyber threats and ensuring that the
integrity of the data is maintained from the point of collection to storage and analysis.



Overcoming Data Gaps

Wired systems employ various strategies to ensure continuous data recording and minimize data
gaps. Redundant systems, where multiple cables or pathways are established for data transmission,
can provide an immediate backup in the event of a failure in the primary connection. Additionally,
backup power supplies ensure that even in the event of an electrical outage, data collection and
transmission can continue uninterrupted. These measures are critical in maintaining a consistent

and reliable flow of data, essential for real-time monitoring and decision-making processes.

Wireless Particle Monitoring Systems

Reliability

Wireless communication, traditionally viewed with skepticism regarding its reliability, has seen
significant advancements that challenge this perception. Technologies such as Wi-Fi 6 and 5G
have dramatically improved the bandwidth, speed, and reliability of wireless connections. These
advancements address common concerns such as interference from other devices and signal range
limitations, making wireless systems increasingly viable for particle monitoring applications. The
ability to deploy sensors without the constraints of physical cabling offers flexibility in monitoring
areas that are difficult to access or where installation of wired infrastructure is impractical or cost-
prohibitive.

Data Integrity

Contrary to the assumption that wireless systems inherently compromise data integrity, modern
wireless technologies are equipped to meet and even exceed regulatory standards for data
protection, including FDA's 21CFR11 and the principles of ALCOA+. Through the use of advanced
encryption techniques and secure data transmission protocols, wireless systems can safeguard

the confidentiality, authenticity, and accuracy of the data they transmit. Regular software updates
and security patches further enhance the system'’s defense against cyber threats, ensuring that the
integrity of the data is not compromised.

Overcoming Data Gaps

Wireless systems have unique strategies to address and overcome data gaps. Mesh networking
is a prime example, where data can be dynamically rerouted through multiple nodes to reach its
destination, circumventing obstacles, or interruptions in the signal. This resilience makes wireless
systems particularly suited to dynamic or challenging environments where physical barriers or
changes in the layout might disrupt a wired system’s connectivity. The ability to adapt to such
conditions ensures that data collection and transmission can continue seamlessly, maintaining the

integrity and continuity of environmental monitoring efforts.



Data Transmission and Reliability

The primary appeal of wireless systems lies in their ability to transmit data over the air, leveraging
technologies such as Wi-Fi, Bluetooth, or proprietary wireless protocols. This method of data
transmission has seen significant improvements in reliability and security, making wireless systems
increasingly viable for applications where data integrity is critical. Advanced encryption and secure
transmission protocols ensure that data is protected from interception and tampering, aligning with

regulatory standards and requirements for data integrity.

However, the reliability of wireless data transmission is contingent upon several factors, including
signal strength, interference from other wireless devices, and the physical layout of the environment.
While technologies like mesh networking can mitigate these issues by dynamically rerouting data

to avoid obstacles and interruptions, the inherent nature of wireless communication means that it

cannot eliminate the risk of data gaps.
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The Wireless (Wired) Particle Monitoring System




Power Requirements: The Achilles’ Heel of
Wireless Systems

Despite the advancements in wireless data transmission, the need for power remains a fundamental
limitation of wireless particle counters. Unlike simple sensors that measure temperature or humidity,
which require minimal power and can operate on batteries for extended periods, particle counters
are more complex and power-intensive. They need to continuously draw air, illuminate particles with
a laser or light source, and process the data collected. This process requires a significant amount of
power, which cannot be sustained by batteries alone for long-term operation.

Particle counters typically update data every minute to ensure real-time monitoring and compliance
with regulatory standards. This frequent update rate, combined with the power demands of the
particle detection and counting process, means that most wireless particle counters can only operate
on battery power for a limited time—often cited in the region of 6-8hrs depending on flowrate
before requiring recharging or a switch to wired power sources.

The Semi-Wireless Reality

This reliance on wired power introduces a paradox into the concept of wireless particle counters.
While data transmission occurs wirelessly, the devices themselves are tethered to power cables,
limiting their placement and the flexibility that is one of the primary advantages of wireless
technology. In this sense, the term “wireless” applies only to the aspect of data communication, not
to the overall independence of the device from physical infrastructures.

The necessity for wired power highlights a critical consideration in the deployment of wireless
particle monitoring systems: the balance between the benefits of wireless data transmission and
the logistical constraints imposed by power requirements. In environments where power sources
are readily available, this may not pose a significant issue. However, in more challenging or dynamic
environments, the need for wired power can complicate installation and reduce the system'’s
adaptability.

Bottom line is if you can run wired power lines to the particle counter as is done today using

Power over Ethernet then that same cable can be used to transmit power and it can also run
communication over the Ethernet wires. Most installations are completed this way when remote
particle counters are used. Remote particle counters have an external vacuum source to pull the air
sample through the sensor. The power requirements are on the low side of 48VDC going as low as
24VDC to operate. CAT cables are used where the line width is sufficient for remote particle counters

with say TCFM flow rates. Therefore, use of a wireless particle counter in this sense is obsolete.




True Wireless Particle Counter Application

Over the many years this author has been working with particle monitoring systems there have been
a handful of occasions where a truly wireless particle counter was required. In some applications
when there was mobility required and when the mobile environment was a Grade A or ISO 5
Classification then wired connections were not suitable as the mobile environment in this case a cart
transporting stoppered vials to a freeze drier required a wireless solution. The solution utilized the
battery power of the particle counter and after each shift, the operators still had to remember to

ensure that the particle counter was taken to a wired charging station.

Hybrid Environmental Monitoring Systems

A hybrid approach, utilizing wired connections for particle counters and wireless technology

for temperature and humidity sensors, pressure sensors or other environmental sensors, offers

a strategic compromise that leverages the strengths of both systems. This model ensures the
reliability and security of critical particle counting data while providing the flexibility and scalability
of wireless sensors for monitoring and eliminates the costly installation process involved with wired
environmental sensors. Now this is true when dealing with large quantities of wireless sensors and

the data backup and redundancy would have to pass external computer system validation audits.

Such a system can optimize operational efficiency by ensuring that each type of sensor operates
within the most suitable infrastructure for its requirements. Wired particle counters provide the
uninterrupted, secure data transmission necessary for critical air quality monitoring. At the same
time, wireless environmental sensors offer the adaptability needed to comprehensively monitor
environmental conditions across various locations.

Additionally, a hybrid approach can enhance the resilience of the environmental monitoring system.
By diversifying communication methods, organizations can mitigate the risk of system-wide failures.
If wireless communication is disrupted, the critical data from particle counters would remain
unaffected due to their wired connections. Conversely, the wireless sensors’ flexibility can provide

redundancy and coverage breadth that might be impractical to achieve with wired systems alone.

In conclusion, a hybrid environmental monitoring system that combines wired particle counters

with wireless environmental sensors represents an optimal strategy for balancing reliability, security,
flexibility, and cost. This approach harnesses the specific advantages of both wired and wireless
technologies, ensuring comprehensive and compliant environmental monitoring. By thoughtfully
integrating these systems, organizations can achieve a robust monitoring framework that supports
operational excellence and regulatory compliance, effectively leveraging technology to safeguard
product quality and safety. However, if data integrity is your No.1 priority, then there is no substitute
for a 100% wired system.



The Future of Wireless Particle Counters

The evolution of wireless particle counters is likely to be influenced by advancements in battery
technology, energy harvesting, and low-power electronics. As these technologies mature, the vision
of truly wireless particle counters—free from both data cables and power cords—may become a
reality. Until then, the deployment of wireless particle counters requires careful consideration of their
power needs and the operational constraints these needs impose.

Moreover, the development of standards and practices for the deployment of wireless particle
counters can help maximize their benefits while managing the limitations. This includes strategic
placement to ensure proximity to power sources, the use of energy-efficient technologies, and the
integration of these systems into broader environmental monitoring strategies that leverage both

wired and wireless components.

Conclusion

However, through future technological advancements and strategic deployment strategies, the gap
between the vision of fully wireless particle monitoring and the current reality can be narrowed. As
the field evolves, the balance between wireless convenience and the practicalities of power will
continue to shape the development and use of these essential monitoring tools. Until we get by the

Achilles heal of power requirements then wired particle counters are here to stay for the time being.




